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Current Activity

Plans for the future (+Learned Society)

Call for proposals

Technology Trends and Horizon-Scanning



strengthening the cyber security research community

ecosystem research activity

leading-edge sustainability



strengthening the cyber security research community

researchers and careers
across the disciplines

outward-looking 
regional priorities

international benefit



strengthening the cyber security research community

horizon-scanning
technology trends

emerging need and opportunities
engagement with business

and government
policies and priorities

special-interest groups and working groups
nurturing existing expertise

supporting existing collaborations
building new ones

regional activity,  clusters

learned society

pilot project funding





Current SIGs and WGs
Details on CRANE website

Inclusive Careers 
WG

Research Practices 
SIG

Learned Society 
Formation WG

Safe and Secure 
Robotics SIG

SANE (Secure, 
Accountable, and 

Efficient Networked 
Systems) SIG

AI-Cyber SIG
Economics of Cyber  

security SIG









CRANE
Keeping it all running

https://www.crane.ac.uk/crane/about/

Leadership Team



CRANE
Advice and 

Accountability

Community Advisory Board

Dr. Pamela Richards (University of Central Lancashire) – Chair
Prof. Andrew Martin (University of Oxford) CRANE PI
Prof. Adam Joinson (Bath University) CRANE Co-I
Prof. Steven Murdoch (UCL) CRANE Co-I
Prof. Mark Ryan (University of Birmingham) CRANE Co-I
Prof. Lynne Coventry (Abertay University) CRANE Co-I
Prof. Shujun Li (University of Kent)
Prof. Steven Furnell (Nottingham University)
Prof. Muttukrishnan Rajarajan (City St George’s, University of 
London)
Prof. Siraj Ahmed Shaikh (Swansea University)
Prof. Lorenzo Cavallaro (UCL)
Dr. Lucas Cordeiro (University of Manchester)
Prof. Bill Buchanan (Edinburgh Napier University)

Independent Steering Group

Chris Johnson (Chief Scientific Advisor DSIT, Queen’s 
University Belfast) – Chair
Prof. Alice Hutchings (University of Cambridge)
Dr. Nick Allott (CEO, NquiringMinds Ltd)
Prof. Angela Sasse (Ruhr University Bochum, Germany)
Prof. Paul Watson (Newcastle University)
Romnik Thind (Portfolio Manager, EPSRC)
Thalia Liang (HP Labs)

Prof. Andrew Martin (University of Oxford) CRANE PI
Prof. Adam Joinson (Bath University) CRANE Co-I
Prof. Steven Murdoch (UCL) CRANE Co-I
Prof. Mark Ryan (University of Birmingham) CRANE Co-I
Prof. Lynne Coventry (Abertay University) CRANE Co-I
Dr. Pamela Richards (University of Lancashire) CRANE Advisory 
Board Chair

ECR Advisory Board
Dr Adam Robson (University of Sunderland) – Chair
Dr Mau Yuen (Kevin) Chan (University of Sheffield)
Dr Jeyamoham Neera (Northumbria University)
Dr James Ranjith Kumar Rajasekaran (Northumbria University)
Dr Magdalena Zajaczkowska (Loughborough University)
Dr Muntadher Sallal (Bournemouth University)



CRANE 
looking ahead

further SIG call international wider engagement

industry NCSC
other parts of 
government

professional 
groups and 
consortia

regions + clusters

inclusion/feedback 
survey 

mapping project

replacement for All-Hands event



CRANE
looking ahead more

• Five-year programme; three-phase approach

• Phase One ends in March 2027
• We will review everything we’ve been doing, and decide what to 

continue, what to change, what to replace, what to add

• This review will keep us all on our toes
• CRANE leadership team; SIG leads, and more

• Also an opportunity to renew our Community Advisory Board: 
elections? nominations?  

• Planning for All-Hands 2027
• opportunity to co-locate other events

• talk to us about event planning



CRANE 
much further ahead

• the CRANE grant/project ends in 2030

• by phase 3 we will have refined the things that work and are 
valuable

• the planned Learned Society will take those forward

• Shujun Li is leading the WG planning this



     

Learned Society Update

Shujun Li (University of Kent)
Chair, LSFWG (Learned Society Formation Working Group)



     

Phase One Pilot Projects Call

Securing Trust, Autonomy, and Resilience in Future Cyber Ecosystems

Mark Ryan



The Funding Opportunity at a Glance

Item Detail

Total pot Up to £580,000

Max project £62,500 FEC → CRANE funds £50,000

Mid project £25,000 FEC → CRANE funds £20,000

Small project £12,500 FEC → CRANE funds £10,000

Duration Up to nine months

Start October–December 2026

End April–June 2027

CRANE funds 80% of full economic cost — no match funding required



Why This Call, Why Now?

Future digital ecosystems are changing fast:

•  Autonomous and semi-autonomous AI operating across cyber and physical 
domains

•  Robotic platforms, smart infrastructure, distributed sensing, cooperating AI 
fleets

•  Systems that evolve continuously after deployment and collaborate with humans 
and other AI agents

The old model is broken:

Traditional static notions of 'secure-by-design' has become insufficient. 

Future security architectures must instead be adaptive, resilient, and continuously verifiable.



Three Research Themes

The call is organised around three overlapping areas — proposals 
may span more than one:

1.  Trust, provenance, and AI integrity

2.  Secure cyber-physical autonomy

3.  AI-augmented decision-making and human–AI collaboration

These are illustrative, not exhaustive — the key requirement is 
that cyber security is at the centre of your research



Theme 1: Trust, Provenance, and AI Integrity

As AI embeds in critical infrastructure, how do we know what to trust?
Example research directions:

• Verifying provenance and authenticity of AI-generated content

• Protecting AI training and deployment pipelines against supply-chain 
attacks

• Detecting manipulated, synthetic, or adversarially-generated data

• Security in ecosystems where AI systems increasingly interact with 
and  build upon one another



Theme 2: Secure Cyber-Physical Autonomy

Robots and physical systems as networked, mobile, multi-sensor attack surfaces

Covers: service robots, healthcare assistants, autonomous infrastructure, drone 
fleets

Example research directions:

• Security and resilience of cyber-physical systems in open, adversarial 
environments

• Architectures for secure communication and coordination across heterogeneous 
robotic fleets

• Defence against surveillance, covert sensing, and data exfiltration



Theme 3: AI-Augmented Decision-Making 
and Human-AI Collaboration

AI as a collaborative agent alongside human operators — new systemic risks
Covers: AI-generated software, infrastructure monitoring, operational 

decision support
Example research directions:

•  Securing AI systems against manipulation and unsafe behaviour

•  Ensuring transparency, explainability, and meaningful oversight

•  Avoiding automation bias and maintaining human control

•  Market incentives for adoption of secure products and services



Project Types

Match your ambition to the available time and budget:

•  Feasibility studies — test a new idea, method, dataset, or collaboration

•  Pilot research projects — evidence, pre-demonstrator prototypes, evaluation 
approaches

•  Policy-oriented research — translate cyber security evidence into actionable 
recommendations

•  Impact acceleration / translation — must stay within TRL 4

You choose the mix of PI time, RA time, and other costs — no prescribed formula



Who Can Apply

Must be
•  A full CRANE member
•  Employed at an EPSRC/UKRI-eligible organisation

Relaxed rules
•  Early-career researchers can apply in their own right and request salary costs
•  Solo individual, single institution, or collaboration — all welcome

Not eligible
•  PhD students not in a research employee role
•  Those solely based in an industrial establishment
•  Award panel members

Each CRANE member may lead at most one proposal and be named on at most two



What a Strong Proposal Looks Like

Your proposal must clearly address:

1.  The cyber security threat, vulnerability, or resilience challenge

2.  Research question, objectives, and method

3.  Novelty beyond existing work

4.  Fit with call topics

5.  Expected outputs and deliverables

6.  Legacy — route to future funding, practice, policy, or community impact

7.  Team, roles, and in-kind contributions

8.  Management plan, timeline, and risks

9.  Responsible innovation — ethics, D&I, trusted research, dual-use



Assessment Criteria

Reviewers will score against seven criteria:

Criterion Key question

Fit to call Is cyber security central? Does it match a topic?

Research quality & novelty Clear question, appropriate method, genuine contribution?

Importance of threat Does it matter to future tech, practice, or policy?

Deliverability Is the plan realistic for the size and timeline?

Outputs & legacy Credible route to impact, further research, or adoption?

Value for money Resources justified and proportionate?

Responsible research Ethics, D&I, trusted research addressed?



How to Apply – Documents Required

1. Project proposal (free format, within word limit)

– Up to £10k → 1,500 words | Up to £20k → 2,500 words | Up to £50k → 4,000 words

2. Financial summary using CRANE pro forma (with justification of resources)

3. Commitment letters from external partners where your project depends on their  
contributions – but  no generic letters of support without specific commitments

4. Institutional agreement letter signed by your responsible officer (typically HoD/HoS)

AI tools may be used in preparing proposals — you remain responsible for all content.

We may use AI tools in our evaluation – subject to institutional limitations



Key Dates

Date Action

Now Read the call and technology trends report

By 30 June 2026 Submission portal opens on CRANE website

13 July 2026, 4pm Expression of Interest deadline (mandatory)

31 July 2026, 4pm Full proposal deadline

Sept 2026 (wk 1–2) Prioritisation panel

11 Sept 2026 Outcomes notified

Oct–Dec 2026 Projects begin

Apr–Jun 2027 Projects end

EOI asks for: proposer names, title, topic keywords, and budget band — no changes allowed 
after submission



Next Steps

If you are interested

1.  Read the technology trends report (published shortly)

2.  Submit an EOI by 13 July — this is mandatory and locks your budget band

3.  Prepare your proposal offline — the portal does not support saving work in 
progress

4.  Get your institutional agreement letter signed before the 31 July deadline

5.  Contact crane@cs.ox.ac.uk with questions

Remember: speculative and adventurous proposals are welcome — ground them in 
a genuine use case



Questions about the call?

crane@cs.ox.ac.uk

crane.ac.uk 



Wrapping up

Other questions?


